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Introduction

e C(loud Security: A shared responsibility model

e Why is Cloud Security important? TR Y
e Industry Leaders: ——
o Cloudflare |
o Crowdstrike Pa——
o VMware '
e Types:
Encryption

Identity Access Management
Firewall

0
0
0
o Security monitoring



e [ncryption methods:
o Secure Socket Layer (SSL)
m  Kxplicit connection
o Transport Layer Security (TLS)
m Implicit connection

Application Layer

Presentation Layer HITTP HITPS

Session Layer
KEncryption: Purposeful scrambling Transport Layer | TCP

of data Network Layer IP

Data Link Layer | |Egggo2.3 || IEEE 802.11
Physical Layer (Ethernet) | (WLAN)

[10] Thomas, M. (2021, January 17). HTTPS vs SSL vs TLS. Medium.




Transport Layer Security (TLS)

Advantages
e [Encryption, authentication, integrity @ @
e Improves security P TCP SYN
e Instills trust (@)~ olSYNACK -,
C
e [Hasily deployed - ’/T/Tc:cx//
— TLS hello

——

Drawbacks ‘

e Dependence on intermediaries i |

e Legal obligations Create Master |_ EMS = K, (vs)
5 ’ e i == .—Decrypts EMS with

e C(Can’t be used with HTTP Ki to get MS

[11] J. F. Kurose and K. W. Ross, Computer networking: A top-down approach.



The Experiment



Simulation - The Good

<html>
. o« ” <head>
e Using the website “HTTP vs HTTPS” we
can dOWI’llO&d 360 new non-cached thl"OU.gh <script src="https://www.httpvshttps.com/check-server.js"></script>
both HTTP and HTTPS. <script>
o g g f ti 1 if 1 le.1 8
e Combined with wireshark to capture the v::‘pig:o :gv(d(l’r)] = lgz‘;:zne; s Sl
data packets, and the command below to proto = proto.substring(@,proto.length-1);
o 5 function setActiveMenu() {
retrieve them, we can compare the different if ('http' == proto) {
protocols.
i document.getElementById( 'menu-http').className += ' active';
e PCAP files were saved from and graphed } else if ('https’ == proto) {
as well

document.getElementById( 'menu-https').className += ' active';

}

}
curl http: </script>

cript
=> (Command to retrieve data from the link. SR

=> Portion of output from the command.



Simulation - The Bad

Packet rate

Packet/data rate plot for pcap file "http-1-2.pcap” (7.99 KiB / 8s 4ms 172us)
1kpps ) 400kbps

e Simulations in ns3 by default only use
HTTP.
e There will not be a uniform way to

900 pps
| 350kbps

800 pps

700 pps

compare these results to any TLS

encrypted data.
e [incryption algorithms can be

Data rate

500 pps | 200kbps

implemented in ns3, but do not

interface well with a network
simulation.

| 100kbps
200 pps
| 50kbps
100 pps
0 pps v " 0 bps
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Simulation - The Results - HTTP

Packet rate

Packet/data rate plot for pcap file "httpys.pcap” (39.04 KiB / 624ms 537us)
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Data rate

Packet rate

Packet/data rate plot for pcap file "httpgaia.pcap” (6.06 KiB / 678ms 757us)

9kpps T T 8Mbps
Packets/s
Bits/s on the wire
Bits/s captured
8kpps |-
PP 7Mbps
7kpps
6Mbps
6kpps |-
S5Mbps
Skpps
4Mbps
4kpps |-
3Mbps
3kpps
2Mbps
2kpps
1Mbps
1kpps P
0 pps i 0 bps
Pps G ) Q0P

%L

Time

Data rate

- http://www.httpvshttps.com

- http://gaia.cs.umass.edu/wireshark-labs/HTTP-wireshark-file3.html 9



Simulation - The Results - TLS

Packet/data rate plot for pcap file "httpsys.pcap" (45.78 KiB / 570ms 114us)

Packet/data rate plot for pcap file "httpssfu.pcap” (47.01 KiB / 100ms 741us)
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Simulation - The Results

Sequence Numbers (Stevens) for 45.33.7.16:80 + 192.168.244.129:49492
http_vs.pcapng

Sequence Numbers (Stevens) for 45.33.7.16:443 + 192.168.244.129:44118

https_vs.pcapng
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Discussion of Results

e HTTP is faster than the HTTP vs HTTPS Test HTTP  @HTTPS

enCPypthn methOd Of H T T P S . Encrypted Websites Protect Our Privacy and are Significantly Faster 4. 385 S

Compare load times of the unsecure HTTP and encrypted HTTPS versions of

Y However’ TL S Will proteet the this page. Each test loads 360 unique, non-cached images (0.62 MB total). For Done! Please try HTTPS.

fastest results, run each test 2-3 times in a private/incognito browsing session.

data you’re sending and

receiving.
e Additionally, the use of HTTP vs HTTPS Test HTTP @ HTTPS
Encrypted Websites Protect Our Privacy and are Significantly Faster
pPOtOCOIS SUCh aS SPDY and Compare load times of the unsecure HTTP and encrypted HTTPS versions of 1 .826 S

the development Of HTTP/2 this page. Each test loads 360 unique, non-cached images (0.62 MB total). For 58% faster than HTTP

fastest results, run each test 2-3 times in a private/incognito browsing session

means most HT'TPS websites

can now mean perform faster
than HTTP.

12
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Future Works



Trusted Cloud Transfer Protocol (TCTP)

e [Kntity-body encryption technique

O

©)

Fully HTTP compliant
Authenticates HTTP using TLS at
application layer
Wrap TLS handshake protocol into
HTTP payload
m Reduces intermediary data leak
risk

=
© Application Layer

e

@

.2 Presentation Layer HITP HRIES

o , :
Z Session Layer | \\[ SSL | [ TS L
= Transport Layer = TCP H UDP J

g-.) Network Layer 2 ‘

2 _ - .

@ DatalinklLayer || \£gggo2.3 || IEEE 802.11
P Physical Layer | | (Ethermet) (WLAN)

[10] Thomas, M. (2021, January 17). HTTPS vs SSL vs TLS. Medium.
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Trusted Cloud Transfer Protocol (TCTP)

User Agent
HTTP Header [[ I{ || HTTP Header || | [[TL5Record
4
HTTP g J M TLSRecord -:U’ TLS Record
pavioad =1 TLS Record E TLS Record
w
Y 3 TLS Record TLS Recird
| HTTP/TLS |—
I_(ey exchgnge th_rough 5 HTTP Header
intermediary, without o
a direct connection 3 TLS Record
between user agent % TLS Record
and origin server. < TLS Record
| HTTP/TLS I—
HTTP Header [ I || HTTP Header || o | [[TLS Record
r

J TLS Record 3 TLS Record

P:-II_;Zd o = TLS Record E TLS Record

Y 3 TLS Record TLS Record

Origin Server

[1] M. Slawik, "The Trusted Cloud Transfer Protocol,"

Very similar to IPv4 using IPv6 as its
payload to be compatible with both
platforms.

Using the TLS method of encryption, the
HTTP data will be encoded and sent as a
HTTPS datagram.

At the application level, the datagram will
be decoded back into its HTTP format.

This method of TCTP will enable site to be
cross-compatible on both platforms.
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e (Conclusion
e Results interpretation
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